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INTISARI

Untuk itu, perusahaan memerlukan kombinasi perlindungan pada aplikasi web
dan perangkat fisik. Dalam program magang ini, penulis berfokus pada
penggunaan Cloudflare sebagai web application firewall (WAF) untuk melindungi
aplikasi web, serta CrowdStrike Falcon sebagai solusi endpoint security untuk
laptop, PC, dan server.

Selama magang, penulis terlibat dalam pemantauan harian menggunakan
dashboard Cloudflare dan CrowdStrike, menganalisis log, serta membuat rules
dan policy keamanan. Pada Cloudflare, rules difokuskan pada pembatasan akses
ke path tertentu, pembuatan WAF untuk mencegah request mencurigakan, serta
pemblokiran IP yang terindikasi menyerang. Pada CrowdStrike Falcon, penulis
menggunakan fitur [OC Management untuk menganalisis hash file mencurigakan
(dibantu dengan VirusTotal) dan menetapkan tindakan berupa blokir, karantina,
atau monitoring sesuai hasil analisis.

Hasil dari kegiatan magang menunjukkan penerapan rules dan policy berhasil
meningkatkan keamanan sistem. Akses ilegal ke path web aplikasi dapat dibatasi
melalui Cloudflare, sementara file berbahaya pada perangkat endpoint dapat
diidentifikasi dan diblokir menggunakan CrowdStrike Falcon. Dengan pendekatan
ini, perusahaan mampu menjaga kelancaran operasional, melindungi aset digital
maupun fisik, serta memperkuat ketahanan terhadap ancaman siber yang terus
berkembang.

Kata Kunci: Cloudflare, keamanan system, rules, WAF, Falcon crowdstrike.



ABSTRACT

To address this, the company needs a combination of protection for both
web applications and physical devices. In this internship, the author focused on
using Cloudflare as a web application firewall (WAF) to protect web applications,
and CrowdStrike Falcon as an endpoint security solution for laptops, PCs, and

servers.

During the internship, the author was involved in daily monitoring using the
Cloudflare and CrowdStrike dashboards, analyzing logs, and creating security
rules and policies. On Cloudflare, rules were focused on restricting access to
specific paths, creating a WAF to prevent suspicious requests, and blocking IPs
identified as malicious. On CrowdStrike Falcon, the author used the 10C
Management feature to analyze suspicious file hashes (with the help of VirusTotal)
and determine actions such as blocking, quarantining, or monitoring based on the

analysis results.

The results of the internship showed that the implementation of rules and
policies successfully improved system security. lllegal access to web application
paths could be restricted through Cloudflare, while malicious files on endpoint
devices could be identified and blocked using CrowdStrike Falcon. With this
approach, the company was able to maintain smooth operations, protect both
digital and physical assets, and strengthen its resilience against evolving cyber
threats.

Keywords: Cloudflare, system security, rules, WAF, CrowdStrike Falcon
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