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INTISARI

Aplikasi web Love Note dikembangkan sebagai media pembelajaran yang aman
dan legal untuk praktik penetration testing. Permasalahan utama yang diangkat
adalah kurangnya media yang tepat bagi pembelajar keamanan siber untuk
melakukan uji keamanan tanpa melanggar hukum. Dalam proyek ini, penulis
melakukan rekomendasi celah keamanan yang disisipkan pada Love Note, dan
melakukan pengujian celah keamanan yang disisipkan secara sengaja, seperti
SQOL Injection, Cross-Site Scripting (XSS), dan File Upload Vulnerability.
Pengujian dilakukan menggunakan metode greybox dengan tools seperti Burp
Suite dan SQLMap. Hasilnya menunjukkan bahwa semua celah yang dirancang
berhasil dieksploitasi sesuai tujuan pembelajaran. Proyek ini diharapkan dapat
menjadi sarana latihan penetration testing yang bertanggung jawab dan edukatif.
Kata Kunci: Penetration Testing, SOL Injection, XSS, File Upload Vulnerability,
Love Note, Keamanan Web.
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ABSTRACT

The Love Note web application was developed as a safe and legal learning
medium for penetration testing practices. The main issue addressed is the lack of
appropriate tools for cybersecurity learners to conduct security testing without
violating the law. In this project, the author identified security vulnerabilities
intentionally embedded in Love Note and tested these vulnerabilities, such as SOL
Injection, Cross-Site Scripting (XSS), and File Upload Vulnerability. The testing
was conducted using the greybox method with tools such as Burp Suite and
SQLMap. The results showed that all designed vulnerabilities were successfully
exploited in accordance with the learning objectives. This project is expected to
serve as a responsible and educational penetration testing training tool.

Keywords: Penetration Testing, SQL Injection, XSS, File Upload Vulnerability,
Love Note, Web Security.
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