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INTISARI

PT Sekuriti Siber Indonesia merupakan perusahaan yang fokus pada keamanan
sistem informasi, termasuk layanan penetration testing, security assessment, dan
pendampingan audit ISO 27001. Proyek magang ini bertujuan mendukung
Instansi XYZ dalam mempersiapkan audit ISO 27001.

Proses implementasi ISO 27001 meliputi penentuan ruang lingkup, evaluasi
kesenjangan, penetration testing, audit internal, dan audit eksternal. Fokus laporan
ini adalah pada penetration testing, yang digunakan untuk menemukan dan
mengeksploitasi kerentanan sistem guna menilai keamanan informasi Instansi
XYZ. Salah satu aspek penting dari ISO 27001 adalah pengendalian A.12.6.1,
yang berfokus pada pengelolaan kerentanan teknis dengan tujuan memastikan
bahwa kerentanan dalam sistem dan perangkat lunak ditangani secara tepat waktu
untuk mengurangi risiko keamanan. Hasil pengujian, yang mencakup temuan,
tingkat risiko, dan rekomendasi perbaikan, dipresentasikan untuk membantu
Instansi XYZ mempersiapkan audit ISO 27001.

Kata Kunci: Penetration Testing, 1SO 27001, Keamanan Sistem Informasi, Audit
Internal dan Eksternal, Manajemen Kerentanan.

vi



ABSTRACT

PT Sekuriti Siber Indonesia is a company that focuses on information system
security, including services such as penetration testing, security assessment, and
1SO 27001 audit assistance. This internship project aims to support XYZ Agency
in preparing for the ISO 27001 audit.

The ISO 27001 implementation process includes defining the scope, gap analysis,
penetration testing, internal audit, and external audit. The focus of this report is
on penetration testing, which is used to identify and exploit system vulnerabilities
to assess the information security of XYZ Agency. One of the critical aspects of
ISO 27001 is control A.12.6.1, which focuses on managing technical
vulnerabilities with the objective of ensuring that vulnerabilities in systems and
software are addressed in a timely manner to reduce security risks. The testing
results, which include findings, risk levels, and improvement recommendations,
are presented to assist XYZ Agency in preparing for the ISO 27001 audit.

Keywords: Penetration Testing, ISO 27001, Information System Security, Internal
and External Audit, Vulnerability Management.
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