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Intisari

Dalam era digital yang terus berkembang, jaringan komputer menjadi
infrastruktur yang mendukung berbagai aktivitas seperti bisnis, pendidikan, dan
pemerintahan. Pertukaran data melalui jaringan membuat keamanan informasi
menjadi prioritas, hal ini dikarenakan rentannya ketersediaan jaringan dan
perangkat-perangkat terhadap serangan cyber. Router, sebagai perangkat inti dalam
jaringan, menjadi fokus utama risiko keamanan terhadap serangan cyber seperti
Denial of Service dan Brute-Force.

Menghadapi ancaman ini, keamanan jaringan menjadi suatu keharusan.
Intrusion Detection System yang diintegrasikan dengan firewall dapat mendeteksi
aktivitas mencurigakan dan memberikan peringatan kepada administrator jaringan.
WhatsApp, sebagai platform pesan instan populer, dapat diintegrasikan dalam
sistem keamanan jaringan.

Pengamanan ini dapat mengoptimalkan kinerja Central Processing Unit
pada router MikroTik serta dengan notifikasi melalui WhatsApp memungkinkan
respons cepat terhadap serangan, meminimalkan dampak dan menghemat waktu
serta sumber daya. Dengan deteksi dini dan notifikasi segera, sistem keamanan
diharapkan dapat mengurangi dampak serangan Denial of Service dan Brute-Force
secara efektif.

Kata kunci: Jaringan Komputer, Router, Denial of Service, Brute-Force, Firewall,
Intrusion Detection System, WhatsApp.
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Abstract

In the ever-growing digital era, computer networks are the infrastructure
that supports various activities such as business, education, and government. The
exchange of data through networks makes information security a priority, this is
due to the vulnerability of network availability and devices to cyber attacks.
Routers, as the core device in the network, are the main focus of security risks
against cyber attacks such as Denial of Service and Brute-Force.

Facing these threats, network security is a must. An Intrusion Detection
System integrated with a firewall can detect suspicious activity and provide alerts
to network administrators. WhatsApp, as a popular instant messaging platform, can
be integrated in the network security system.

This security can optimize the performance of the Central Processing Unit
on MikroTik routers and notifications through WhatsApp enable a quick response
to attacks, minimizing impact and saving time and resources. With early detection
and immediate notification, the security system is expected to effectively mitigate
the impact of Denial of Service and Brute-Force attacks.

Keywords: Computer Network, Router, Denial of Service, Brute-Force, Firewall,
Intrusion Detection System, WhatsApp.
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